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© 000 "Kpunto-Mpo', 2000-2005. Bce npaBa 3alULlEHbl.

ABTOpPCKME MpaBa Ha CpeAcTBO ceTeBoi ayTeHTUdukaumm Kpuntollpo Winlogon
M 3KCNyaTaunoHHY AOKYMEHTauulo 3aperucTtpmpoBaHbl B POCCUMIACKOM areHTCcTBE
no naTeHTam WM ToBapHbIM 3HakaMm (PocnaTeHT). CBmnaetenbcTtBo 06 odwuumanbHOM
peructpauun nporpamm ana 3BM N2 2001610275 oT 14 mapTa 2001 roaa.

[OKYMEHT BXOAMT B KOMMJIEKT MOCTaBku nporpammHoro ob6ecnedenusa Kpuntollpo
Winlogon, u Ha Hero pacnpocTpaHsalTCs BCe YCI0BUS  JIMLEH3MOHHOMO
cornaweHunsa. be3 crneuyuanbHOro NUcCbMeHHoro paspeweHns OO0 "Kpwunto-lpo"
OOKYMEHT WAW ero 4acCTb B 3/IEKTPOHHOM WM MeyaTHOM BuAe He MoryT O6biTb
CKOMMPOBaHbl U NepefaHbl TPETbUM NMLAM C KOMMepPYeCcKoW Lenbio.
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1.AHHOTaUmnA

HacToswmin AOKYMEHT COAEPXUT OnuMcCaHne W BapuaHTbl WMCNONbL30BaHUSA CpeacTBa
ceTeBon ayTeHTUdukaummn Kpuntollpo Winlogon.

KpunTolpo Winlogon npegHasHadeH Ana ayTeHTUdUKauMuM nonb3oBaTenien B AJOMeEHe
Microsoft Windows c¢ wucnonb3oBaHueMm Enterprise CA, Kpuntollpo YL wnun ppyrmx
COBMECTUMbIX LeHTpPOB cepTudukaumm.

2. AyTeHTUdUKaumna no npotokony Kerberos B Microsoft®
Windows®

B onepauuoHHOl cucteme Microsoft® Windows® 2000/XP/2003 ayTeHTUdMKauuns
nonb3oBatenen B [JAOMEHE TMpPOM3BOAUTCA MO YMOJSIYAHMIO C MOMOLWbIO MpPOTOKOSA
Kerberos. Wcnonb3oBaHue 3TOro CraHapTa co34aeT HAAeXHY OCHOBY Ans
B3aMMOAENCTBMSA MeXAY Ppas/nMyHbIMM naaTtopMaMm M NpU 3TOM  3HAYUTENBHO
noBbiwaeT 6e30NacHOCTb CeTeBON ayTeHTUdUKaLNK.

B Windows 2000/XP/2003 npumeHseTcs npotokon Kerberos Bepcun 5, AONONHEHHbIN
paclMpeHnsaIMU, CBA3AHHbIMKM C WHMPACTPYKTYPON OTKPbITbIX Kito4velh. besonacHocTb
cuctembl obecneumBaeT knueHT Kerberos ¢ nomowbio mMHTEpdenca Security Support
Provider Interface. [NepBoHavyanbHas npoBepka Mosib30BaTeNs NpPOM3BOAUTCSA B paMmKax
npouecca Winlogon, koTopasi obecrneuymBaeT eAMHYIO perucTpauuto nosb3oBaTtesneln B
cucteme. LeHTp pacnpegenenus knwoden Key Distribution Center (KDC) Kerberos
MHTEerpypoBaH Cc  agpyrumm  cnyxbamm  6e3onacHoctm  Windows  2000/2003,
YCT@HOBJIEHHbIMU Ha KOHTPOJIJIEpE AOMEHa. YUeTHble 3anucm 6e30MacHOCTM XPaHATCSA B
6a3e paHHbIX cnyx6bl katanoros Active Directory.

CyuwecTtByeT pacwupeHume npoTtokona Kerberos sepcun 5, npeanoxeHHoe IETF. 270
pacwmpeHune noa HassaHveM PKINIT no3sBonseT MCnosb3oBaTh cepTudUKaT OTKPbITOro
KJ1lo4a@ BMECTO Maposis B npouecce HavyanbHOW ayTeHTudukaummn. Pacwmpenme PKINIT B
Windows aBnseTcss 0CHOBOW ANS AOCTyNna C MOMOLLbI CMapT-KapThbl.

KpunTtollpo Winlogon pnobaensiet B PKINIT noaaepxXKy POCCUNCKUNX
KpunTorpapuyeckmx anropuTMoB.

HeckonbKo ynpolwias, MOXHO CKa3aTb, YTO Mnpouecc ayTeHTMdUKauuu Mo npoTokoy
Kerberos pabotaer no nNpuHUMUMY MPOBEPKM M Nepefaydn YYETHbIX AaHHbIX Mexay
KNMeHTaMn M cepBepamMn. BoT kak 3To npoucxoauT. Korga nonb3oBaTefnlb BXOAUT B
nomeH Windows 2000/2003, onepaunoOHHas cuctemMa HaxoauT cepsep Active Directory
n cnyxby ayteHTuduKauum Kerberos v nepepnaeTt el yyeTHble AaHHble KaneHTa. Ans
3TOro  QopMmpyeTcs 3anpoc B  cneuumanbHoM  ¢dopmaTe, 4acTb  KOTOpPOro
3aWndpOBLIBAETCA C MOMOLbIO KJlOYa, MOJYYEHHOr0 M3 BBEAEHHOro Mosib30BaTeneM
napons.

Cnyxba KDC (Key Distribution Center) Kerberos, Ha3biBaemas cnyxbéon
pacrnpocTpaHeHMs KJIlOUEeM Mocne MNpOBEPKWM AaHHbIX KJAWEHTa, HeobXxoauMbIX AONS
noATBEPXAEHUS MNOANIMHHOCTM, BblAaeT nosib3oBaTento bunetr TGT (Ticket-Granting
Ticket). DT1oT 6unet 3aTeM MUCNoONb3yeTcs AN UAEHTUdUKALUKM KIWEHTa, Korga OH
3anpawuvBaeT nocneaywwmne bunetbl Kerberos Ans nonyyeHuss A0CTyna K CETEBbIM
pecypcam. XOTS 3TO C/OXHbIN Mpouecc, ydacTue nosib30oBaTens 3ak/lo4aeTcs nb BO
BBEAEHMWN Napos Npu BXoAe.

Ha npuBegeHHOM HMXe puc. 1 NokKa3aHo B3aWMOOTHOLLUEHUS MEXAY K/INEHTOM, LLeHTPOM
KDC n cepBepoM pecypcoB, UCMNOMb3YOWMMM NPOTOKON ayTeHTUdUKaummn Kerberos.
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Puc. 1. lNpoyecc aymeHmucgbukayuu rno rnpomokosnny

KerberosAY TEHTUUKALMS C MOMOLLbIO CMapT-

Mpy perucTpaumm C NoMoLLblo CMapT-KapT MCMOMb3yeTca napa, CocToslas 13 JIMYHOro
M OTKPbITOro KJ/IOUYEel, KoTopash XpaHWTCS B MNaMsATM CMapT-KapTbl. PaclimpeHue
npotokona Kerberos, onpegensioliee nopsaok MPUMEHEHUS OTKPbITbIX KHOYeil npu
obMeHe no noanpoTokony AS Exchange, npefycMaTpyBaeT CcliedylolWnin nopsaok
NCMoNb30BaHUsl Takol napbl.

OTKkpblTass ee 4yacTb CNYXUT Ans WnudpoBaHMs CEaHCOBOro KJ/k4ya Mnosib3oBaTens
cnyx6on KDC, a nnyHas — ans pacwumdpoBaHmMs 3TOrO KK4Ya KIIMEHTOM.

Perucrpaumsa HaynmHaeTcsd C TOro, YTO MOJSb30BaTesSlb BCTaBJ/IIET CBOKO CMapT-KapTy B
cneumanbHoe CcuMTbiBawLWee YCTPONCTBO, MOAK/AOUYEHHOe K KomnbloTepy. [lpwu
COOTBETCTBYOWeEN KOHbUurypaumm Windows 3TO paBHOCW/IBHO CuUrHany SAS, To ecCTb,
OAHOBpPEMEHHOMY HaxaTuio knasmw CTRL+ALT+DEL. B oTBeT Winlogon HanpasnseT Ha
HacCTOJIbHYIO CUCTEMY, AMHAMMYECKU noaknodaemyro bubnuoteky MSGINA, kKoTopas
BbIBOAWT Ha 3KpaH CTaHAapTHOe AuanoroBoe OKHO perucrtpauuun. lpaspa, Tenepb
Nonb30BaTenld  HYXHO BBECTM TONbKO OAWH napaMeTp — NepCOHasbHbIN
naeHTudunkaumoHHoln Homep PIN (Personal Identification Number).

Kerberos SSP KIMeHTCKOro KoMMbloTepa Hanpasnser B cnyxby KDC coobuweHune
KRB_AS_REQ — nepBOHauyanbHbIA 3anpoc Ha ayTeHTudwukaumio. B none paHHbIX
npeaBapuTeENbHON  ayTeHTU@MKauMu  3TOr0  3amnpoca  BK4YaeTcs  ceptudukar
OTKpbITOro KkJtya nosnb3oBatens. KDC npoBepseT MOANMHHOCTb cepTudukata wu
W3BNEKAEeT U3 HEero OTKPbITbIA K04, KOTOPbIM LIXMPYET K4 CeaHca perncrpauuu.
Mocne 3Toro OH BK/OYaeT 3TOT KAw4Y BMecte ¢ 6unetom TGT B coobueHune
KRB_AS_REP n HanpaBnseT ero KAueHTy. PacwmndpoBaTb CEaHCOBbLIN KUY CMOXET
TONIbKO TOT K/IMEHT, Y KOTOPOro ecTb CeKpeTHas NosoBuMHa Kpuntorpaduyeckon napel,
PYHKUMN KOTOPOM Ha 3TOM 3aKaHuumBaloTCcs. Bcs ganbHenwasn cBA3b MeXAy K/IMEHTOM U
cnyx6ort KDC noaaepxXuBaeTcsd Ha OCHOBE CEaHCOBOro kit4ya. Hukakux apyrux
OTK/IOHEHMW OT CTaHAApTHOro npouecca perucTpaumn m BXOXAEHUA B CeTb He
TpebyeTcs.

Mo yMonyaHuto nocTaBWMK Kerberos, paboTalowuii Ha KAWMEHTCKOM KOMMblOTEpE, B
KauyecTBe AaHHbIX MNpeaBapuUTeNbHOM ayTeHTUdMKaumm HanpasnseT B cnyx6y KDC
3aWwndpoBaHHYO MeTKy BpeMeHW. Ha cucteMax e, KOHdUrypaumss KoOTOpbIX
npesycMaTpuMBaeT PerncTpaumio C  NPUMEHEHWEM CMapT-KapTbl, pofib  AaHHbIX
npeaBapuUTeNbHON ayTeHTUMMKALMM OTBOAUTCS CEPTUMMKATY OTKPLITOro K/itova.

2.2. lloppepxusaemble Kpuntollpo Winlogon kntoyeBbie HOCUTENN

KpunTollpo Winlogon KnueHT noaaep>xxusaeTt cneayowme Tunbl CMapT-KapT:
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e poCCUMWCKME WHTennekTyanbHble KapTel (PUK1, Ockap) ¢ ucnonb3oBaHWeM
cyuTbiBaTENEN CMapT-KapT, noaaepXxupawowmii npotokon PS/SC (GemPlus GCR-
410, Towitoko, Oberthur OCR126 v ap.);

e  3JIEKTPOHHbIN KNOY C nHTepdeincom USB;

Kpuntollpo Winlogon KDC Ans XxpaHeHua cekpeTHoro ksoya KDC MOXEeT UCrnosib3oBaTth
ntoboi Kn4yeBor HocuTenb, Nnoaaepxxmnasaemboln Kpuntollpo CSP.

3. CueHapuu ncnonb3osaHua Kpuntollpo Winlogon B
nporpaMmMHoM obecrnevyeHnn Microsoft

3.1. Ucnonb3osaHune Kpuntollpo Winlogon Ans MHTEpakTUBHOM
pernctpauumn B gomeHe Microsoft Windows 2003 Server

Ncnonb3oBaHue KpunTollpo Winlogon Ansa WHTEPaKTUBHOM perncrpaumm
nonb3oBartener B AoMeHe Microsoft Windows obecneunBaeTr ayTeHTUdMKaUUIO
rnosb3oBaTeNel Ha pPOCCUNCKMX KpunTorpaduyecknx anropmtmax [OCT 28147-89,
FOCT P 34.10-2001 1 I'OCT P 34.11-94.

Mpu ycnewHoOM NpoxXoXAeHUM npouecca perncrpauum nosb3oBaTefb BMecTe ¢ 6unetom
TGT nony4daeT [AaHHble aBTopu3auun. AyTEHTUPUUMPOBAHHLIA W aBTOPU3OBAHHbLIN
nonb3oBaTtesib MNoayvaeT AOCTYN K paspelleHHbIM cepBucaM W cepBepaM [AOMeHa.
Hanpumep, ana Aoctyna K /IOKasibHOMY KOMMbIOTEPY AOMeHa, o6bwuM nankam Apyrux
nonb3oBartenen, cepBepy MS Exchange, ISA cepBepy 6e3 [ONONHUTENLHOMN
ayTeHTudmKaymu.

Bo3mMoxxHast KoHpUrypaums nsobpaxeHa Ha puUcyHke 2.

DE Enterprise CA

Kerberos
SharePoint % Authentification
(TLS)
\\
NS
o
S |/\|
s /\
\\ \J
N ISA 2004 Server NAT
S~

Exchange Server

Vs

Smart Card

Terminal Server Enrollment Station

Remote Logon

ey

Domain Controller Interactive Logon
MS Windows 2003 EE MS Windows 2000/XP/2003

Puc. 2. BoamoxxHasi KoHgbuypayusi 3auuu,eHHo20 OoMeHa
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3.1.1.HacTpolika KOHTpo/iepa AOMeHa

HacTpolika KOHTpon/iepa AOMeHa OnucaHa B AOKYMeHTe «YCTaHOBKa W pa3BepTbiBaHWUE
KpunTollpo Winlogon».

[JONONHUTENBHO MOXHO YCTaHOBUTb WAW 3anpeTuTb BX0oA4 B AOMEH MO Naposio,
YCTaHOBMB MapaMeTp AOMeHHOW MONMUTUKM «MHTepaKTUBHbIA BXoa: Tpebyetcsa cMmapT-
KapTa» U AeNCTBUE NpPU U3BMEYEHUN CMApT-KapTbl: «MHTEpaKTMBHbIN BXOA: noBeaeHue
npu U3BIEUEHMM CMAPT-KapThbl».

CeOACTEA: MHTEPAKTHBHBIN BX0A: TpeDYeTCA cHapT-KapTa 2]

MapareTp NoAKTHEM Ge30NacHOCTH |
WHTEpaKTHUEHEIN BX00; TREOYETCA CMAPT-KapTa
=

[V OnpesenuTh cAeauiowmi NAREMETE NOAUTHKLE

i«

L

(1] I OrreHa | I'IpMmEHMTbl

CeoAcTEa: HHTEDBKTHBHI)IE EHOA B CHCTEMY: NOBEAEHHWE NMPH H---ﬂ

MapareTp NoAKTHEM Ge30NacHOCTH |
WHTEpEKTHEHEIN BXOG B CHCTEMY. MOBEAEHWE NPH HEENEYEHUM

S
lai CMaPT-KAETE

M 0

E0EAWTE CflEﬂ,HlOLLI.MI‘:i NAPAMETP NOAMT HEM

ak I OtreHa | M pureHITE

3.1.2.HacTtpownka LeHTpa CepTtudumnkaumnm

HacTpoika ueHTpa ceptndpukaummn (Enterprise CA) onmcaHa B AOKYMEHTE «YCTaHOBKA U
passepTbiBaHne KpunTtollpo Winlogon».

HdononHutenbHo Heobxoammo obecneunTb TpebyeMmyio NEpUOAMYHOCTbL BbIMyCKa W
nybnunkaummn CRL, a Takxe AO0CTYynHocTb CRL knueHTaMm. CRL gosmxeH 6bITb AOCTYneH
6e3 ayTteHTUdPUMKALMU B JOMEHE.

Mpun oT3biBE cepTuUdUKATOB nMofnb3oBaTens u nybnukaumm cooTBeTcTBYlOWweEero CRL
NoNb30BaTe/lb HE CMOXET ayTeHTUIUUMPOBATLCSA B JOMEHE MO paHee BblAAHHOW CMapT-
KapTe.

MpuMeuaHme. [ns ucnonb3oBaHua wWabnoHoB cepTudukatoB ana MS
Enterprise CA, B KOTOpbIX XXECTKO 3afaHbl Kpuntonposalhjepbl U pasMepbl
K/lo4er, COBMeCTHO C KkpuntonpoBangepamm Kpuntollpo Heobxoaumo
penakTupoBaHume Active Directory. 3TO MOXHO caenatb nmMbo BpYUHYHO
(Hanpumep, ¢ nomowbio ADSI Edit — BxoguT B Support Tools), nmbo c
MOMOLLbIKO CKpUNTa, HanpuMmep, Takoro:

Dim oRoot,strConfigurationRoot, oDCTemplate

Set oRoot = GetObject("LDAP://RootDSE")
I‘!!l strConfigurationRoot = oRoot.Get("configurationNamingContext™)
Set oRoot = GetObject("LDAP://" & strConfigurationRoot)

Set oDCTemplate = oRoot.GetObject (“pKlCertificateTemplate", "CN=User, CN=Certificate Templates, CN=Public
Key Services, CN=Services")

oDCTemplate.PKIDefaultCSPs = " *
oDCTemplate.SetInfo
,D,J'Iﬂ BbIMNOJIHEHUSA HEO6XO,D,VIMbI npaBa aAMMHUCTpaTOpa AOMEHaA.

Takxe MOXHO BOCMOJ/Ib30BaTbCA YTUINTOMN Template Editor,
ycTaHaBamMBaeMon npu uHctannsumm Kpuntollpo Winlogon Ha KOHTposisiep

-7 -
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AOMeHa W AOoCTynHoM n3 MeHto Myck->lporpammbl->Kpunto-lipo.

3.1.3.HacTpoinka cepBepa TepMUHaANoOB

CepBep TepMmHanoB, BXoAsLWWIA B AOMeH, He TpebyeT AOMNOSHUTENbHOW HACTPOMKMW.
KnneHTbl cepBepa TepMWHANOB CMOryT ayTEHTUMPUUMPOBATLCA Ha HEM MPU HaNU4UKU
cooTBeTcTBYtowero MO (HanpuMep, kAneHT Remote Desktop, BXOoAsiWMIA B MOCTaBKy
Windows XP/2003).

9 gostdc - ¥ ganennbid pabouvi cron =12 x|

Bxopa 6 Windows

! 1 Windows Server2003

: ¥ Enterprise Edition

Capyright © 1885-2003 Microsoff Corporation

MiAH-koa:

QK I OTHEHA | SEEEpLWEHHE PAGOTE, . MapameTpel <<

[ns 3TOro B CBOWCTBax K/JMEHTa HeobxoAMMO 3a4eNCTBOBaTb MOAKJ/IIOYEHME K cMapT-
KapTam KJIMEHTCKOWM MalUWHbI.

2 NoaknoYeHHe K ¥ AaneHHoMy pabouemy cTony o ]

I:Ilﬁu.lwel Jkpan  SokaneHele pecypckl I'Ipnrpammbll ﬂnnDnHmeannl
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-
7
@: II'IepEHecTH Ha 3TOT KOMABKOTED j
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— K.naguarypa
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Takxe Ha cepBepe TepMUHANOB Ao/keH 6biTb ycTtaHoBneH Kpuntollpo Winlogon u B
KpunTolpo CSP nob6asneHa noaaepxKa KJIMEHTCKUX CHUTbIBaATENEen n cMapT-KapT.

|..| NMpuMmeuaHme. [N KOppPekTHoW paboTbl cepBepa TEPMUHAOB
== He06X0AMMO MCMOJSIb30BaTb BapuaHT ncrnonHeHns Kpuntolpo CSP KC1.

MpuMmeuvaHnune. Cepsep TepMuHanos Microsoft Windows 2003 Service
Pack 1 noadepXwBaeT MNOAK/IIOYEHNE TEPMWUHalIbHbIX KJ/IMEHTOB C
MCMosib30BaHMe npoTokosa TLS

m http://www.microsoft.com/technet/prodtechnol/windowsserver2003/libr
ary/BookofSP1/2284b19b-30a6-42b5-9bd1-ff301f7248b0.mspx

http://support.microsoft.com/default.aspx?scid=kb;en-us;895433

Mpn 3ToM KN4 cepBepa p[onxeH 6bITb co3aaH  (YCTaHOBIIEH)
KpunTonpoBanaepoM Crypto-Pro SmartCard CSP

3.1.4.HacTpolika cTaHuMM BbiNycka CMapT-KapT.

HacTpoiika cTaHUMM BbINyCKa CMapT-KapT oOnuMcaHa B JAOKYMEHTE «YCTaHoBKa W
pa3sepTbiBaHne KpunTtollpo Winlogons.

[JONoNHUTENbHO  MOXHO  YCTaHOBUTb  napameTpbl  6e3onacHocT  wabnoHoB
ceptudunkatoB, 4TO6bl CMapT-KapTbl MOMIM BbINyCKaTb TOMbKO OMpeAesieHHble
nosib30oBaTeNn Uan rpynmel.

3.1.5.HacTtpovika Beb-cepsepa

YT06bl TONBKO ayTeHTMdUUMPOBaHHbIE B JAOMEHe Mofb30BaTenn MOraM noayunTb
poctyn K Beb-cepBepy He06xo0aMMO 3anpeTuTb aHOHMMHbIN AOCTYN M HacTpouTb DACL
Ha dannax n katanorax IS (B8 NTFS).

MeTo bl NPOEEPKH NOAAMHHOCTH E
pat

BrIGEpHTE YUETHYHD SaMMCE Windows ANA SHOHMMHOMD 40CTYMa:

MMA nonezoEaTENA: |IUSR_GOSTDC DEz00E,, . |

Mapons: I T

r— flOCTyN € NPOBEPKOA NOAAMHHOCTH

ANA 3THX METOADE NPOEERKH NOANMHHOCTH HMA H Napob
NONBI0BATENA TPEGYHITCA B CNEAYHOLLME CITyYaaAx!

- GHOHHMHEIA AOCTYN OTKAHYEH;

- AOCTYMN OFPaHMYEH TAAMMLEMM YIPABNEHMa A0cTyrom MTFS,

v BCTPOEHHAA NPOEEPKE NOAAMHHOCTH Windows

r KpaTkan NpoBEpKa ANA CEpBEQ0E AOMEHOE Windows

[~ OfibiMHaA (NApoak OTNPAENAETCA B TEKCTOEOM hopHATE)
- MpoEepra NOANMHHOCTH B cHcTeme MET Passpaork

AOHEH MO Y HETHaHHH I BEIGRaTE. .. |
QENacTE I BrIBpaTE. .. |

Ok I OTMEHS | CNpaBka |

Microsoft Windows HauunHasa ¢ XP, nogaepxuBaeT ayTeHTUdUKALMIO C NOMOLLbIO CMapT-
KapTbl B Internet Explorer. lpu Hannumm 3aperMcTpupoBaHHOro CUYMTbIBaTeNs nocre
CUnTbIBaHMA cepTuduKaTa CO CMapT-KapTbl MOSBASETCA OKHO C 3anpocoM BBoAA MWH-
KoAa ANs BXo4a Ha 3alUMLLEHHbIA CaunT.



http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/BookofSP1/2284b19b-30a6-42b5-9bd1-ff301f7248b0.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/BookofSP1/2284b19b-30a6-42b5-9bd1-ff301f7248b0.mspx
http://support.microsoft.com/default.aspx?scid=kb;en-us;895433
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Noaxntouenve k gostde.wlru 2lx|

=

MoaknraueHKe K gostde.wl.ru

CMapT-KapTa:

PIMN-koA:

[ root - carist =l

™| Coxpanume napens

O I CITMEHE |

[

MpuMmeuaHue. B Microsoft Windows HauuHas ¢ XP ceptudwukar,
HaxoasWwnMica Ha CcMapT-KapTe, NpuM BCTaBKe B  CUuMTbIBaTeENb
aBTOMATM4YECKN KOMUPYETCH B XpaHunuuwie ceptudukatos MY TekyLiero
nonb3oBatens. W cmapT-kapta, KpoMe ayTeHTMdukaumm Ha Beb-
cepBepe, MOXeT ObITb MCNOMb30BaHa, HanpuMep, AAs BbINOJHEHUS
3aga4y  noa  apyrmm  nonb3osateneMm  (Run  As), NOAKAKOYEHUSA
3alMLLEHHbIX ceTeBbIX ANCKOB (net use /smartcard) vnu ansg 3awmTol
noYThl.

3anyck 0T MMeH APYroro Nonb30BaTens x|

% Ui YUETHYH S8MHC CIEAYET MONOMB30EATE ANA 38MYCKa
3T MPOrpars?

£~ ¥URTHYH ZaMHMCh TEKYLWErD NoNb30EaTensa (WLCN)

p JAIHTHTE: ROMTEROTER OT, HECaHRUHOHHROE SHHE EBHCTBHH
ST MPEREMHE]

ST MOET MPEACTERATHTE NOEREXACHHE BHEYEOM BSWETD
KOMIERITER S HNH AWM AaHHER:, HO MOHET NOMELETE DEGDTB
HERATORG! NROTpEH,

¥ YUeTHYH 3aMHCh YKa3aHHOrD NoNb30BATENA!

CMapT-KapTa: IEﬂroot-CAFirst j J
PIN-koa: | [LIITTTL]
orer_|

[ns paboTbl 3TOl yHKUMKU B peecTpe Ans npouecca Winlogon LoXeH
6bITb 3aperncTpupoBaH HoTUdUKATOP (MO YMOMYAHMIO YCTAHOBIEH):

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify\ScCertProp]
“Impersonate"=dword:00000001

“Enabled"=dword:00000001

“Lock"="SCardSuspendCertProp"

"Unlock"="SCardResumeCertProp"

"Logoff"="SCardStopCertProp"

"Logon"="SCardStartCertProp"

“"DLLName"="wInotify.dII"

"Asynchronous"=dword:00000001

3.1.6.HacTtpolika ISA-cepBepa

Microsoft ISA Server MoXeT 6bITb HAacTpoOeH, HanpuMmep, AN OrpaHW4yeHuve [OCTyna
nonb3oBaTenen AOMeHa BO BHewHue ceTu. [Ana 3toro Heobxoanmmo Ha paboume mecTta
nonb3oBartenen ycrtaHosuTb Firewall Client. A B napaMeTpax 6paHAMayapa YCTaHOBUTb
ob6s3aTeNnbHy0 ayTeHTUPUKAUMIO KIIMEHTOB BHYTpPEHHEN CceTm W co3aaTb MpaBuio

AoCTyna/3anpeTta AoCTyna Ans Heo6XoAMMbIX KUeHToB (rpynm).

Ona 3awmTbl Tpaduka Mexay CEepBepOM W KJIMEHTOM MOXET 6biTb MCMO/b30BaH

npotokon Kpuntollpo TLS.
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3.1.7.HacTtpolika SQL-cepBepa

MS SQL Server Takxe MOXeT 6biTb HacCTpOeH Ha WCMNonb3oBaHWE MpPOTOKoNa
ayTeHTUdUKaumMmM Kerberos, Tak, 4YTO TOJIbKO MpollejliMe MNpoBepKy Mosib3oBaTenu
noJsiyyaT AOCTYN K CepBepy.

3.1.8.Hactpoinka MS Exchange cepBepa & MS Outlook

Ecnn ana nogkniodeHns MS Outlook Kk MS Exchange cepBepy MCMOfb3yeTcs NpPOTOKOJI
exchange, ayTeHTudumnkaumsa knnmeHtos 6yaeT Npou3BoAMTbCSA MO NpoTokony Kerberos.
JononHutenbHO MOXHO noTpeboBaTb «Bcerpa 3anpawmBaTb UMS U Napo/b» - B 3TOM
cnyyaeTr 6yaer oTobpaxaTbCid OKHO BBOAA Napons/BCTaBKM CMapT-KapTbl Ha MS
Windows XP u ctapuue.

Takke  cepTudmkathbl " KN4YM  Cco  CMapT-KapThbl (npun MCMOSIb30BaHUN
cooTBeTCcTBYOWero wabnoHa cepTuduKaTos, HanpuMmep, «Mnosb3oBaTeslb CO CMapT-
KapTol») MoryT 6bITb MCMOMb30BaHbl ANS NoAnucu U wndpoBaHua noutbl. (Ha MS
Windows XP 1 cTapuwe — yCTaHaB/IMBAIOTCA B XpaHWIULLE aBTOMAaTUUYECKN NpU BCTaBKe
CMapT-KapTbl)

3.2. Ucnonb3sosaHune Kpuntollpo Winlogon ansa yaaneHHOW
ayTeHTUdunKaumm B gomMmeHe Microsoft Windows 2003 Server

KpunTolpo Winlogon MoXeT NpUMeHATbCA ANS YAANeHHOW ayTeHTUdMKaumm B JOMEHe.
Hanpumep, Npyv Mcnonb3oBaHWM KNMeHTa yaaneHHoro paboyero crona mnm MS Outlook
(ans MS Windows ctapwe XP) 1 COOTBETCTBYIOLLEN HAcTpolike bpaHaMayapa.

4.YCTaHOBKa Bepcuu

YcraHoska 1O Npou3BOAUTCS B COOTBETCTBME C JOKYMEHTOM «YCTaHOBKa W pa3BepTbiBaHUe
KpunTollpo Winlogon».

5. NHdopMauma ong nonb3oBaTenen

Ona nonyvyeHns AONOAHUTENBHON MHGOPMaLMK O AAHHOM NPOAYKTe, @ TakK Xe O ApYyrux
npoayktax OO0 "KpunTto-lpo", MoxHO obpalaTbca No agpecy:

Cnyx6a MapkeTuHra n TexHmyeckon nogaepxkun Kpunrto-Iipo.
127018, MockBa, ynuua Obpasuyosa 38, OO0 "KpunTto-Mpo".
TenedoH: +7 (495) 780 4820

dakc: +7 (495) 780 4820

e-mail: info@CryptoPro.ru

WWW: http://www.CryptoPro.ru
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